Privacy Policy
FreshmenSuccess (“we”, “us” or “our”) values our relationship with you (“you” or “your”) and your privacy when you use our website and software products. You may choose to use our website or any of our software packages. When you do so, we require you to supply us with information about yourself and your experience to create a more enjoyable, efficient, and productive experience with our products.  As you use our services, we want you to understand what information we are gathering, how we are using that information, and how we are protecting and securing that information for your privacy.

Your privacy matters to FreshmenSuccess, so if you have a question about this Privacy Policy or our practices, please contact us at <support@freshmensuccess.com>
Definitions

Personal Information

This is information which you provide to us which personally identifies you, such as your name, address, e-mail address, telephone number, billing information, or any other data that can reasonably identify you individually.
Non-Personal Information

This is information that is recorded about you and other users so that it no longer reflects or references an individually identifiable user, including, but not limited to device information, server logs, and cookies.
Server Logs

Our servers automatically record page requests when you are on our website or navigating one of our software packages. The information on one of these logs of your request usually contains information including your IP address, browser type, browser language, date and time of your request, and one or more cookies that may uniquely identify your browser.
Cookies

Cookies are small files placed on your computer to store preferences, page views, search terms, site statistics, order information, and other tracking information. Cookies help websites like FreshmenSuccess.com recognize your browser and preferences, if you have set them. You may reset your browser to refuse all cookies or to indicate when a cookie is being sent. If you choose to limit or disable cookies, you may find some aspects of our website and software packages do not function properly.
Pixel Tags

Pixel tags are typically small, transparent images located on a web page or in an email or other type of message, which are retrieved from a remote site on the Internet enabling the verification of an individual's viewing or receipt of a web page or message. They are often used in combination with cookies.
Beta Testing

We may, from time to time, release new and non-final software or software enhancements for you to use. During this time we may request you to share any errors or “bugs” you come across during your use of the software. This is called beta testing and is useful to gather feedback and usage statistics for new software prior to a final public release.
Local Storage

Information stored locally means it is stored on your device or system. An example of this would be cookies from the use of our website or software packages. 
Information We Collect
In order to provide you with the best possible FreshmenSuccess experience, we collect different kinds of information from you.  Some kinds of information are used to directly to provide you with a service, such as the WizEd software package. We use other kinds of information to maintain our website and software, create upgrades, and understand how you use our site and software. 

We collect three different kinds of information:

Personal Information
When you register to use FreshmenSuccess along with any of our software packages, such as WizEd or Career Map, we collect personal information from you. This kind of information may include your name, email address, telephone number, credit card or other information that may identify you individually.
Non-Personal Information
Any time you access FreshmenSuccess.com or use one of our software packages, we also collect non-personal information about how and when you use our services. This information is collected in such a way that it cannot be linked to you individually. Different types of non-personal information include:

Device Information

This includes information regarding how you connect to FreshmenSuccess and related software including, but not limited to your browser configuration, operating system version, and your IP address or other device identifier. 
Log Information

When you connect to FreshmenSuccess and related software, we may automatically collect and store information in aggregated server logs, including how you used our services, event information (including dates, times, hardware settings, browser types, system activity, and crashes), or IP addresses. 
Cookies and Pixel Tags
To enhance your experience on the FreshmenSuccess website or while using our software, we may use different technologies to collect and store information about your visit including cookies or pixel tags. We use cookies to provide third parties with targeted advertising, website and software usage trends, to improve content, and identify technical difficulties. We use pixel tags to identify whether you have received a message or communication from the website or our software packages.
Third-Party Tracking Technologies
Except where third-party systems have been integrated into the website or software for data collection as described above, we do not collect information about you through third-parties. This policy covers only those pieces of information and data collected by FreshmenSuccess, and not any data collection from sites such as Facebook or Google that track you as you navigate the internet.
Grade Information
When you use certain software packages, such as WizEd, you may be asked to voluntarily supply information about your grades. This information is stored for the purposes of providing you with a number of services. It is not linked to any of your personal information, but is logged and stored in our servers. Designated third-parties, such as Parents and Counselors, for such software packages are provided access to this information.
How We Use Your Information
We use the information we collect primarily in order to develop, maintain, provide, and protect the services we offer to you through our website and software. We also use the information within the software packages, such as WizEd, to create a personalized experience to better help you achieve your academic goals. 
We may use non-personal information to improve our website or software. Server logs of crashes, browser version configurations, and pixel tags allow us to understand what parts of our website and software packages are functioning properly for you, and which need improvement. Other technologies, such as cookies and pixel tags, may be used to generate a better user experience for you. We store your preferences for certain portions of the website and software packages along with these technologies both locally and on our servers to better serve you with our products.
When you contact FreshmenSuccess, we may keep a record of your communication in order to help you resolve problems you have with the website or software packages. This includes both personal and non-personal information provided by you both at the time of registration and at the time you contact us. 

When you register with FreshmenSuccess to gain access to software packages, you agree to exclusively electronic communication.  This means, we may use your email address to contact you about new products or solicit third-party platforms that you may be interested in based on your use of our software. We may also contact you regarding beta testing of new portions of the website or our software packages.  We may use your email address to contact you regarding your experience with the new products and any bugs you may encounter. The information we collect through beta testing may be used for further development of the software. This information is gathered in aggregate and your individual participation and comments are anonymous.

We may combine your non-personal information with the non-personal information of other users in aggregate to improve the website and software packages. We may also offer this aggregated data to third-parties for marketing purposes.
Personal Information and Third-Parties
We do not sell, trade, or otherwise transfer to your personal information to third-parties, unless one of the following circumstances apply:

Your Consent

We may share your personal information with companies or other individuals other than FreshmenSuccess when we have your consent to do so. This requires an opt-in consent for sharing any sensitive personal information. For example, in the WizEd software package, you may voluntarily enter email addresses of third-parties (e.g. parents, professors, counselors) who will then be given access to your account. Unless you opt-in to this feature of the software, your personal information will not be shared outside of FreshmenSuccess.
External Processing

We provide personal information to trusted third-parties who assist us in operating our website, providing our software, conducting our business, and servicing you. However, they do so based on our instructions and in compliance with our Privacy Policy and any other appropriate confidentiality and security measures.   
Legal Reasons
We may release your personal information when we believe release is appropriate to comply with the law, enforce our website policies or terms of service, or to protect rights, property, or safety of you, us or others. We may also transfer your personal information to any successor-in-interest to the business of FreshmenSuccess. However, non-personal information regarding visitors to the website or users of software packages may be provided to third-parties for marketing, advertising and other uses.

Information Security
We use a number of tools to secure your personal information on our servers, and prevent unauthorized access, unauthorized alteration, disclosure or destruction of the personal information you provide to us. These protections may include:
Electronic Communication

When you use certain portions of the website and software packages, you agree to use email as your sole means of communication with FreshmenSuccess. We may use your email address to send periodic emails regarding the website and software packages, your registration, company news, updates, and related products and services.
Our users are given the opportunity to opt-out of having their email or mailing address used for receiving promotional materials or messages from FreshmenSuccess. Alternatively, where required by local law, certain users may be required to opt-in before receiving such promotional materials or messages. In either case, users who no longer wish to receive promotional communications may either modify their account preferences accordingly, or unsubscribe by contacting us via email at <support@freshmensuccess.com>.
In the unlikely event we believe that the security of your personal information in our possession or control may have been compromised, we will notify you of that development. If a notification is appropriate, we will do so as promptly as possible under the circumstances. To the extent we have your e-mail address, we may notify you by e-mail or by other means as required by law. 

Your Rights Under FERPA
FERPA is the Federal Educational Rights and Privacy Act and applies to institutions that receive funding from the U.S. Department of Education. Under the Act parents, guardians, and students over the age of 18 have the right to receive academic and education records, to seek to have those records modified, to control the disclosure of those records, and to file complaints with the U.S. Department of Education. By using the FreshmenSuccess Site and Software to voluntarily and of your own volition disclose grades, schedules, assignments, and other individual student records, you consent to the disclosure of those records to third-parties including, but not limited to, parents, guardians, counselors, professors, instructors, disciplinary boards, clerical staff, and other school officials. Furthermore, FreshmenSuccess does not receive funding from the U.S. Department of Education, and is not bound by statutory regulations under FERPA.
Application

The terms of this Privacy Policy only apply to information collected from you online through our website and software packages. It does not apply to any information gathered from you in any other way. This Privacy Policy does not cover the practices of other third-parties who advertise our services and may use anonymous technologies to serve and offer ads. This Privacy Policy does not cover services offered by third-parties which we may refer or market to you.
Enforcement
When we receive a written complaint regarding our Privacy Policy, we will contact the person who made the complaint to follow up. We work hard with authorities to resolve any complaints regarding the transfer of personal data that we cannot resolve with our users directly. 
Changes to this Privacy Policy
We reserve the right to change this policy and apply changes to information previously collected, as permitted by law. If there are material changes to this Privacy Policy or our related practices in the future, we will notify you of the change by email or by posting such changes on our website. The amended privacy policy will always be accessible at http://freshmensuccess.com/documents/Privacy Policy.doc 
